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AERHEOF MM I, FEHERHENEOL T, AAHOMEEOFHIZL Y KIS
TREAEEEATHEINTZV A FDZ B2V,

FIPS140-2

k[E NIST (National Institute of Standards and Technology) 73KE L7=K5E Y = —
MIBET2EF2 VT ARBEREDZ LD, RIKL~VL 1 bEE L~V 4 ETER
IhTW5,

IA (Issuing Authority) : 317/®
CA DEHKED S B, FEMEDRIT « Hr - %), CAMEROAERK - R~ VAT NI O
HERF « BWHEZIT O FROZ &2V,

OID (Object Identifier) : &7 2 = 7 bilkhl+

Ty MU — 7 OB — B RO BV A HERE T A7 OSEATH D
FERRr e SRR I B gk S e, Rih oy NU—Z TR ERDIBFOZ LEWN
50

OCSP (Online Certificate Status Protocol)
FAEHED AT —Z AERE VT VEA KRS 570 haroZ LExzn ),

PKI (Public Key Infrastructure) : Z\BR#HEES=
BTE4, BB, iEE Wl X o2 U T o 2328457200, AR5 )7
LW EHEHINE WA RO Z L2,

RA (&§t)E) (Registration Authority) : B EEMEES
CA D¥EXKD S L, HIMFROBAE, FHERITICONERHFROBE., CA T3 5HEHA
ERATEOREZITH) EROZ L2 9,
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RFC3647 (Request For Comments 3647)

A F =%y NMIBEATHEHNOERELZED LMK TH S TETF (The Internet
Engineering Task Force) 231792 XETH Y, CPICPS D7 L—2LU—27 ZHE LT
XEDZLEWVI,

RSA
PRGN ST E LTEL L TV DR bIEEERNRIF S HIR OO &S TH %,

SHA-1 (Secure Hash Algorithm 1)

BFELIMEDND Ny V2B (EREE) DO0L>ThD, Ny a2 BliT. &
X ONTRINLEERDOE Y MEAERT DA FIEEZ VD,

T =2 OFEEMEZEMT Y T afliitbitd 52 LT, BERT TRINPEKI AL SN
TORWPZERIT 5 Z &R TE D,
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2. ABEUARY MY OB

21 VAT Y

o s i3 GEIERAE R OGEEHR 2 CRL {§#4 24 KFfE 365 HAIIT& 5L 9 UNK
UM EAMERERY D, Eo, REHENME R ORGEEE A T A TOREHERT —
2 A G4 24 WfE] 365 AFITE 2 X 912 OCSP Y — "—%2EHT 5, 2L, /T
FIZRY, —FIZ U ARY R KROCSP —"—2FATERWEELH D,

2.2 FERATE R D 2B
tTals iF, ROWNELZ VAT FVITKEML, GERERNAE R OGEE R A T4 I X
STHBRTEDHLXIICT D,

CRL

A CA GEHE

BHF DA CP, CPS

AR CA DRITT HRERIEICBET 2 2 OB E
Fo, B LT ARURT LARE, OCSP - — =2 L 0 ZEHERE K ORRGEES 2
FUTA N Lo TIEHERAT — X A ERESZRTEX 5 L H1CT 5,

2.3 AR OREHA S TAEE

AR CP KOCPS I1E, ZEOHE, VARY R VIZAFRENS, CRLIE, A CPIfE-> THL
HENTEHERE G, BITOHE, VEY MVICAREND, 72, FEHEOHD)
R 2\ X726 0% CRL 226 HIBRE NS,

24 VRY R ~DT 71 RAEH

RERERHE L OWGES 1%, BERE, VAT R 2B TE5, VAV R ~DT7 7 EX
WA 7'a hanid, HTTP (HyperText Transfer Protocol) . HTTPS (HTTP (Z SSL
WCLDT— XD bREE M L7271 ban) &35, UARY U OEFERIT KD
2 Web A Z2 =7 x—A%@LTT 7B ARRETH D,
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3. Al & ERE

3.1 A HIRE

3.1.1 A AT ORI

AEEICEERH SN AFEHERITE ThHhDHA CA OARTEBITHER TH 2R EFR|HE O
£ ENE,. X500 D514 (DN : Distinguished Name) JEUZEWVVERTET D,

A CA PHITT HEAZEICITI TRRoERE2EL b0 L35,

1. TEA4) (©) 1XJP &T 5,

2. TH#kA4 ) (O) X, BAL &th, UIZOMOEAN SR D04 ET 5,
TEANFEIZOWTIFESL UIEADORL & T 5,

3. THIMHEAI4 ) (OU) 1E, EERIROFEAME TS, OU oL, MfkNo s %
SFE % BIX. AFE, ~—F T 0 7 BABOKEHM) X570
WZAEHT 2,

4. TaErx—2Ah] (CN) IFAK CA BRITT D FGEHELZA VA M—1LT D TED
Web $— "—IZBWTHEMT LR M &5,

3. 1.2 AHINEWAE RS Z & OMENE

A CA BERITTAHHEIZHVONAS IE L RX—20OHF AT, SEBHERHEZE N A CA
NEITTLHIFHEL A A F—LTEHTFED Web —3—D DNS N LI LA A
Z’ &j‘éo

3.1.3 FERAEF| HE DA ME X34 M
A CA DFITT AIEAEOMMAL KON F 2 R2— A2, B4 R4 TORERIITD e,

3.1.4 B & AR Z R4 2 7= O D HLHI
k& 724 i O 2RI 2 AL, X500 & U — X0k BI4 HEIZHE D,

3.1.5 & HiD—EME
A CA DNFATT DAEBAEICTHE SN 5354 DN) O B X, BITx5R & 72D Web H—
—IZXH L TC—ERbDLET D,

3.1.6 2Rk, FREEKL OPEIE DA E|
T ald, AFHERFEICEHINALHRICOWVWTHRMEEEZA L TWANE 9 OK
AEEATDOR, FEAER AL, B = OBEEECEET 54 %2 . ACAICHFFEL T
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T2 b7y, = AE, BREEIES 2 B ICEEHEN N LB AR TS EZ o
L AP AT DR, E e, B AT 2 B ICRER ER A S OFE
EﬂiEﬁ B OEECTEAT SN CREA E R 2+ oMM 269 %,

3.2 Rl DA AR

3.2.1 RSO FTF &5 2 ik

FEH BRI S DA HEFTE LTV D 2 & OB, RO FIETIT .,

AERTERITESR  (Certificate Signing Request : LLF, [CSRJ £\ 9) DOFEL OGEL
ATV, 5% CSR 28, AP IST D RAHTESL STV D 2 & 2R 5,

3.2.2 Ak DFEFE

o AE, MRRORRREE ECH T AL RSN RITT 5 AEH, Ea ABNEETE -
FIZLHDPEIZDOT —FX—2 ZOMIND EFRFEOEHEICET 5 LRFEY— 1
AWERE RN LI FIEIC L > TIT I,

3.2.3 fH AN DR

TalE, MAORGEE, EHGALERHEITT 2 0EFR, ta 20MEHT L8
“HICELDDMENNIZEDOT —F_X—A ZOMIND L FREOEFEICET 5 & —
B A ERBRIVHIE L IR ko TIT S,

3.2.4 MAE S FU72 W EERA ER A O 1F
HE L7,

3.2.5 FEFR D 1E Y M fife 78
Tk, EAFEICETOREEITIEN., TORBEITITZODIELRHERE A LT
WHZ EEAR CP 13.2.2. fHROFERE) UL 13.2.3MHANDFEAE] ([Z&» THERT 5, F
7o, REBERIHE DSOS ZF NS O FEOSA T, FEAERHE I ERERIA DR Bk
RN TER VR, S = E0EHENAZEORBEATH L Z L 2T 2 BTRE
BT D,

¥ AIHOGFAEMNME & 1%, 13.1.1 4RO TED HIEHED 25 % — LI

FINDHRA AT DN, EANEOMOMEEZ VD,

3.2.6 FH A H D R
A CA 1%, Security Communication RootCA1 XV . J 5 ARRGEREH E %2 31T S
TW5,
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3.3 7 H1 I 0 A AR, & R

3.3.1 M H OFERHTIRFIZ IS 1 DA ANVEMERR & 585
Pa B BRFI B T 2 FERA R E OAR AMERETR K OGRGEIL. 3.2 WIEIOARNHMERR ] & [RIEE
k‘a‘%)o

3.3.2 RIEBHEI N 1% OFE S HRF I 31T B AR N PEMERS & 78GE
KN UT-RERHEO B FIIATH /e, FEHERGEIIHHEE WV E U, GEERHE O AR AL
B OREAEIE, 13.2 #IRIOAR AR EFRERE T 5,

3.4 %XJJEF' Ejﬂ?@j:}\ iﬁﬁmu uuu
task, FEEFHEBEZ TN T 72 AR — AR — U0 b O RNHFE &2 T T
71‘:?\&\ ?E%%ﬂﬂﬂ%@jﬁ/\’ﬁﬁﬁ% L3 Aty DI‘E%?‘T 5 o
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4. FEED T A T A 7 K DA o Bk
4.1 FERAE S

411 FEHFEOHFEEIT) LN TELHH

FEAEOHGEZITO 2 LD TELHEIL, AENFELHENT a4, ZofolEAD k=
LSZR— | for Web SR 2.0 — B 2| ISRARARRI TR T FRAEI TS SHERE . X
It ZOMOENDOREENOFLINTZRBEA LT D,

4.1.2 HEE Tt M BT

AER R R OGE BRI E 0 b ZAE S N RBEANE, FEEORITHREFEAITOICH
729, &AXCP, Eas/RAHKR— b for Web SR 2.0 —E2FIAKRE., Ear/ 2K —1
for Web SR 2.0 (HEZRAHEH 2 A7) —EARMAHE, KO CPS OWNEZ &G LT
ECTHEEEITIDOLT S, £, RACAICXT 2 HFENAEN EMERCTHD Z & &R
AE L 722 T VL7 B 72,

AEREHGE O AL, ROEY Th D,

BN —=VIGfli LTV D T H LIARTFIE] 1296V, MEERA o ACRHT 2,

4.2 FERAE HGE Tt

4.2.1 R ANMERERR & FERED SEE

task, REHERFE LTI 2%, K CP 13.2 WIRIOARANMERE ) (255 < Ml & 1T
50

4.2.2 FEZERFEOAGESUIHT T

T ahd, BEOMEE, KBRETo-HEBICOWTIEHEDFITEZITV., GEHERNHE
(CHRA T ROGERERITICOWTEIT 5, GEAFEOHBICAMENH > 5E 13, fE
EFIAE TR L, MO B R & MEEHSE O Bt 2 @md 5,

4.2.3 FIEBAERE O ALEERE ]
T AiE, EKREITSREHAERZFIC OV T, HODICIEAEDORITEIT ),
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4.3 FEAEDFRT

4.3.1 FERHEFITRE D LEE Tt
Yo hE, FEHERBOBREK THRIC, IEHERITEZITV., GERAERRAEZ OGN T 7 &
AR[REIRAR— L R—VIZFEHES 7 o — RREEIT 9,

4.3.2 FEEFRI & ~ORE E R T8RN

o MFEEAERAF IS U, SERERRAE ISR T 7 & AR AR — L — UG
BEHX Y R— RRENFET LI & &, BFA—/LTHAET S, iEMHAE X, A CA
MO DIBHMEZE LTcth, sEEEZ X U a— RTHZ LN TE D,

4.4 FFAEOZ R

4.4.1 FERREO S MEMER T
SERERIHE S, GEBHERHE TR T 7B R RER R — A N— U BAFES X
n—RNL7EZ EDMEREZ S > T, iEHENZHEHINTLLDO LT D,

4.4.2 FEFZ X HIEHEDO AR
A CA L., FEHERMAZOFFAEOARIZI TR,

4.4.3 MO T 4T 4 \ZxT D RRER OREAEFRI 1@
oA, FEBHEHGERIOBRE SN Y3 AN~ OFER ERIT BT T D220,

4.5 FET K OGERHED HiR

4.5.1 FERAER A OFATHE KX ORERE O fl&

AEAEFMME 1T, AR OREREO MR E LT, ¥ — =R, BERE THHRD
S b &21T 5 Z LIRS %, REFEFIMEIL, A CA DR Z LI HBRO AT Y %AE
FEROHIET 2RAREZFMT 200 LT 5, ZTOMOARIIHM L T/ b72av,

4.5.2 WRAEE O BREER OTER & O g

RFAEF X, A CP U CPS OWNZICOWTEfiE L, &G L7z LT, A CA OFEFIEZE
MATobnEd 5,

BRAEE (34 CA OFEAEZ M LT, MEAERNE OREAELZ RGEST 2 ENTE D,
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4.6 FIEBHEO F T
K CA VX GEBHERHE NGEAEEZ I T 256 - @7 2435 2 L HELET 5,

4.6.1 AEAEO B HTHH
HIE L7,

462 EOEHFREEITH) LN TEDE
HE L7,

4.6.3 RIEAHE O FHTHIGE O ALEE Tt
HE L7,

4.6.4 FEHERRAE X358 LWV GEI E5 T8 A
HIE L7,

4.6.5 T SN T-REBHE O tEME R Tt
HIE L7,

4.6.6% it HEH L5 E%ﬁéﬂf:?ﬁ%%@ﬁgﬁ
HE L7,

4.6.7 DT T 4 T 4 |k 2 FRFER OFEAE RS T
HE L7,

4.7 SETH & D GEHEO T T

4.7.1 BEHFH

AEAEOEH L, AEAFEOF MR T 2561472 2R TE L, KRZhLIZFEH
NIRRT FEHEITE S TE AR,

T2 AEFEREO F TR 2 AR T 0 60 AT SZ AT, REHEORITE AL
HIR T 30 AT HAT 9,

472 LWVGEBHEOHGEEZITHI Z N TEX HE
411 FEAEOHGFEZITH) 2 EMTEDE] LIRMEET D,
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4.7.3 FHHFH O T
[4.3.1 FEHERITRE OIS LRSI 5,

4.7.4 FEHERIAE T 28 LW REB EO @A
[4.3.2.GEHERHE ~OFEHERITEE] ERKE T 5,

4.7.5 SR H ST FEA E O EMER Tt
[4.4.1 G EOZEMR TR ERkET 5,

4.7.6 FRRE/RNC L 2 SR HT I A~ DO REE DA
(4.4 2 F8GERNC L DREBHED AR EREKE T 5,

4.7 TMDT T 4T 4 (K D RERER DOREMA FH AT A
|—443ﬁ'l_14®i:/5:/f74/l' ﬂ#éutuuﬁ%@uﬁﬁi% %DJ kﬁﬁ%k?‘éo

4.8 FEHEDLEHE
A CA I, REHFICRBR S NIFROLEDBME L T2 o T E . £ OREHEO K K OH
BT LT D,

4.8.1 FEFHEDEEHH
HE L7,

4.8 2 FFHEDETREEAITH) LN TXDHE
HE L7,

4.8.3 FH HFE O T
HE L7,

4.8.4 FEREFRIHE 23358 LUWOGER ER T8 A
HIE LRV,

4.8.5 T X7 REAEOZ fEMERE Te
HE L2,

4.8.6 7 ity HE)% ié%%éhf:gl—ﬁ%%@/ﬁgﬁ
HLE L7auy,
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4.8 7D T 4T 4 \ZxFT 2 FRER OREBE AT E
HE L7,

4.9 GEBHED K5 & —FpE 1k

4.9.1 FEFELLFEH
AEFER R 1T, IROFHEDIAE LT2HE. &2 2K LIESCHICIEHEO RS B %
TORTHIE RS 720,
AEPAEFDEE IS E RN D - A
FAROWEEE, o, W, REFIASIC X A ENEAL Lz UIEibo R
ENDDHLGE
AEEONE., FIHBEMNELL 2WiEE
AEHEOFRIA Z I 2854
Fo. Basid, ROFEHBSEAELEHAIC, B 2o X v FEHEFRFE OFEH
BERDTDHZ LN TE D,
FEAEFHE 3 2 52K — b for Web SR 2.0 4 —E2FIHMEEiITE =2 4
/AR — b for Web SR 2.0 (HEWZRKEH & 1 ) — EAFIAHE, & CP, CPS,
BT 2 T ITIERICEE S S BB L BT L TV WA
A CA OFAFNEIRL LT USRI OB ENR & 5 Ll L7546
T LRRENE LB LT D LT 5 OMORIBFED b6

492 FAEMEDRIHGEZATI Z LN TE LA
AEAEDORHFEZITO ZENTE 2HT., GEAFELHEA L TV ot £ ook A
D T ab/XZAR—1 for Web SR 2.0 — B A BEAFLDIEHEIEFEE IS HE
IR, XIatt, TOMOENOREENOZESNTEREANLET 5,

4.9.3 KB HEE Tt
FFBAERIRHF L. SEAERNAE S IR T 7 B AR AR — AR— U B Y OFFBEE
WA BN L EETT ),

4.9.4 KENHEEORG T
AERAERHE 1L, B G LT XX EI b DB ENN H 5 Ll L7-5E 121,
TR FE T2 T TR B 7w,
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4.9.5 FRRESR AN IR GG 2 AL L 72 1T 1370 B 72 ]
A bR, AR R HGE & ST AT T BN REHE O KA LE 21Ty, CRL ~
YRR EE R KBRS E D,

4.9.6 KENHERR DER

K CA DBFITT HREAEICIX,. CRL &M URL, &Y OCSP #—/3—0 URL % it#
T2,

CRL XU OCSP #r— 33—, —#8y7% Web 4 v ¥ —T7 = —R2AZHNCT 7 E8ATHZ
LTED, ok, CRLIZIZ, AOHIROUINZFEAERFRIIEZ EN2R0,

MREEE 13, REEFRIAE OREHFICOWT, ARIMEZHERE L2 T 57220, GEE
DEZEIZ. VAT N YA MoE#HE LT CRL XX OCSP Y— N—{2 LV kiR T 5,

4.9.7 FEEIZN Y A N ORITHE
CRL 1%, EZBOF I Do BT, 24 B T L ICH I 21T 9, FEAEO I LN
1Thiir-5a81%. OMAETCRLOEHZIT O,

4.9.8 FEERAN U A b+ OFEAT IR FEIERF[H]
A CAFEIT L7 CRLIE, BRI AR F VIS E 5,

4.9.9 T A U TORIAT — X AfEB o A
F T A U TOFEAERT — X ZFHRIZ. OCSP r— "—Z@ U Ciftan s,

4.9.10 &> T A L TORNAT —F AMERELIT D T2 OFA:

RRFEE 1L, FERAERIHZE OFEEICOWT, AOMEE2 R LTl 62, YR R
VT L TWD CRLIZ XV, GEAZO RS BREO A2 MR L 2 WIGEI12iL, OCSP
PN LV RE SN DFEAER T —F RHFROMEREZTO R T IULR B2,

4.9.11 FIF Al RE 72 KW IEH OO T
HE L7,

4.9.12 D G k9 5 B il S
HLE L7,

4.9.13 GiEBHEO —R 2 1k HH

A CAX, FEHAFO—FHE IIIAT DRV,
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4.9.14 GEHEO —FHMEIERGEEZITO Z LN TE 5 H
HIE L7,

4.9.15 FEHEO —EHZ 1R B3 T
HIE L7,

4.9.16 —FEfE L Zfkee 95 2 &N T IR
HIE L7,

410 FIFFAED 27— ¥ AR —E A

4.10.1 FEH _EORH%
IMAE R OFIHZE 1L OCSP — _"—% @ U CiatEAT — 2 A EREMRTH LN T
x5,

4.10.2 ¥— v 2 OF| ] wlhEME
A CA X, 24 HFiE] 365 A, GEHER T — X AERE MR TEX 5 L H OCSP H— "—% 4
T4, 72770, ARSTFEICL Y, —EIZ OCSP — "—ZFHTEX WAL H 5,

4.10.83 &7 a Fourpftks
HE L7,

4.11 A CBER) Df&T
AEAERHE AN — AR EK T T 5546, iEHEORBFEEZITOR T
VAN

4.12 ¥ —x 27 1 — & §EnE

4121 ¥ —xT A7 o— L GERIERY > Kk OE
AKCA X, FEAEMAZFEORAERHO A7 0 —(3TH72\,

4122w arX—0h L EEEIEORY VK ONEE
HLE L7,
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Cifi b R B EM R

5.1 PRy E B

5.1.1 STHUGPT K OV i
ARIEIZHOWTIX, CPSIZHET 5,

5.1.2 WEH) T 7 & 2
ARIEIZHOWTIX, CPSIZHET 5,

5.1.3 IR MK OZE5H
ARIEIZHOWTIX, CPSIZHET 5,

5.1.4 KEXE
ARIEIZHOWTIE, CPSIZHET 5,

5.1.5 K FEXI R
ARIEIZHOWTIE, CPSIZHET 5,

5.1.6 BEARLRAE
ARIEIZDOWTIE, CPSIZHET 5,

5.1.7 FEFEALERE
ARIEIZHOWTIX, CPSICHET 5,

518 4 7% A bR I T v
ARIEIZDOWTIE, CPSIZHET 5,

5.2 FoenE B

5.2.1 BT~ & &H
ARIIZHOWTIE, CPSITHET %,

5.2.2 ks = Lo B L X h A
ARIEIZHOWTIX, CPSICHET %,
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5.2.3 H % OFENT %H 2 A AMEREDR L 283
ARIEIZHSOWTIE, CPSICHET S,

5.2.4 B BN DS LEL & 70 5 1588
ARIEIZHOWTIX, CPSIZHET 5,

5.3 NFHyE B

5.3.1 B, BB O E 4y il o B
ARIEIZHOWTIX, CPSIZHET 5,

5.3.2 W EHA
ARIEIZHOWTIE, CPSIZHET 5,

5.3.3 #EEM:
ARIEIZHOWTIE, CPSIZHET 5,

5.3.4 FEE OBE K OV
ARIEIZHOWTIX, CPSICHET 5,

5.3.5 tHEDOr —F —3 3 O N OIEF
ARIEIZHOWTIX, CPSICHET 5,

5.3.6 P28 H AL TV 2RV TENZ R 2 il 3k
ARIEIZHOWTIX, CPSICHET 5,

5.8.7 JNT L 7= 5038 o B
ARIEIZHOWTIX, CPSICHET 5,

5.3.8 EE LI N EE
ARIEIZHOWTIX, CPSICHET %,
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5.4 BsA 1 7 DOFfE

5.4.1 fedk B A X b DOFE
ARIEIZHOWTIX, CPSIZHET 5,

5.4.2 BiAy 1 7 & VB4 S HEE
ARIEIZHOWTIX, CPSIZHET 5,

5.4.3 B 1 7 AR FFS D HAR
ARIEIZHOWTIX, CPSIZHET 5,

5.4.4 B 0 7 Dif#
ARIEIZHOWTIX, CPSIZHET 5,

545 W 7 DN 7T T Tt
ARIEIZHOWTIE, CPSIZHET 5,

5.4.6 &1 JOINES AT L
AIHIZHOWTIE, CPSIZHET %,

5.AT AR FEREZ LIzE~DEH
ARIEIZOWTIE, CPSIZHET %,

5.4.8 Mesg MR
ARIEIZOWTIE, CPSIZHET %,

5.5 FCER DI

5.5.1 7—Hh A 7 OFi}A

SECOM CA Service Passport for Web SR 2.0
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X, CPS I5.4.1. 588 N5 A X hofEE] O a s /XAKR— T for Web SR 2.0
P —ERIZBEEST D AT AR DL e ZITINA T, ROERE T — DA 7 & L TRFET

50
FAT LTZREAE & Y CRL
CRL D34 TIZEH 3 5 WL g e
CPS

CPS ITEAD R S VIR R D EFE N 2 HE+ 2 (FH
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REER I RFET D58 ICB VT, HFERMICET 5 EFH
B A D FE N Aw R B % Rk K O Ay &
AERAERI I 2 5 O I FEESH

OCSP r—"—~DT7 7 2ZAn /S

5.5.2 7 —Hh A T1RAEHIM
Yalld, T—hA 7 ERIK 5 EREET 5,

5.5.3 7 —hA 7 DIx#
T—=HhA T, FAEINTZE LT 7B ATERWE I HIR S - igk 2BV TRE
60

554 7 —HhA T DNy 7T v 7T

AFRAESRAT . BN X1 CRL O%174, £ 432K — K for Web SR 2.0 #— b 2|2}
HWIHUAT AMIBETAEERT X ICEERNHHLEAIX, ., 7—hA T DRy 7
Ty T ERET D,

5.5.5 FLERIZH A D AX T At 5425 i

2 A1, NTP (Network Time Protocol) Z{#/H L Tt 2 L/XAHKR— | for Web SR 2.0
=B RZHHT H VAT LORZFEM ATV, B3 L/ XZAR— | for Web SR 2.0 ¥—
EAICBET 5V AT AN TR SO EERERICH LA A LAZ T a5 5,

55.6 7T—hA TIWHEL AT A
T—HA TOWES AT ML, Ea b AKR— T for Web SR 2.0 — & 2 |ZEJE T %
AT LOEEEIZE ENTW5,

5.5.7 7 — 1A 7 DfRGE T
T—HAA TV, X2 T RREEND T 7 AMEREBAT L, EMRNEARORE R
WOMERZEAT 9o FTMBITIN T, T —HA 7 O5E MR OMEMEOMER Z HiE LT,
B LWBHE~DOER 21T S,

5.6 FEDOYI Y 2

A CA OFEAT TR SULAEAZE T, A E U TIMAEIZRAT LT REEO KR A 2
Lo b e bancFEhid 5,

AR CA OFEZNIAR D, IMAFIZIATT DAEHEOR KA L0 L 22546, A
FICRATT DREAEO AL, A CA OFIFMNICHEDL L H>EET 5,
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70k, A CA ORAHROAEZIAMIT 20 FE2EEL TV 5D,
5.7 fEibfb K OV E ) & DIE R

5.7.1 Filg K O Fa bR D Fe
T AT, FSKOEREN A LA I Hm0 I 2 482K — K for Web SR 2.0
= RACEET 5 AT LR OREET HEFELEIATE L L0, U TFE2EFi k)
fEFMbITXT D3 Ffe 2 R ET Do

CA R A D fEsR1b

N= Ry =T VT v=T TXEOWE, KkE

K, HEFORE

5.7.2/"— KU x7 ., V7 hy=T X7 — X BB L7856 O T

T a sk, Ea 82K — | for Web SR 2.0 —E R ZBH#H T H L AT LD N— KT =
T VTN =T RIIT BB LSS, Ny 2T v THELTREL TV D/ —
Ry =7, V7 ho=T7 XET—F &AL T, LIt a b/ SAK— | for Web SR
2.0 ¢ —ERICEET 5T AT ADOEIAEEEZTT I,

5.7.3 FAA DGR L T2 556 O Fiit

T a b, A CA OFEENGEIME LI UGS DO BENN B 5 Ll L7256, KO
KEEIZL Y3 LSRR — |k for Web SR 2.0 — B R ZB# G5 v AT AO#EHNF
Wr, AFIEIZD72 3 2 K 9 2RI FAE LT A 1L, TOED HAVIZEHE, FMRIZHE,
HRIGERZHH S5,

5.7.4 S EH% ORI

taid, REOFENFELE LG AICECHCERELREETcE L), o=
LXAR— b for Web SR 2.0 — B RIZEEHT 25 2 AT A OREBEHEOMELR, HIHIZMH 2
ey 77 T T — 2 Otk BIHFROKERE, FlEERIR VD EHLICFEREEE S A7
LEEIRT DO KEIT O,

5.8 Ak ) UL B GRS DAL T
A LA CA KT 256, 3 HANIREAEN A< OMoOBRHE T O 2@k
T%, KCAIZE - THEITSNIZETOREAFIL, A CA DK TLRNI KN EIT O,
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6. Hiffil X ) 7 ¢ EH
6.1 FET DAKRMENA A h—IL

6.1.1 $E~T DARL

FRREEAE S AT ATl FIPS140-2 L3L 3 MEHLO I 545 T CA OFEAT A/ T 5,
BT OAERMEREIL, B4 OMERREIZ X D2BIEIC L > TIT 9,

AEREFRI B OFEAT X, FEEZELE S D Web h—/— ETAERT 5,

A CA HHELET 5 Web r— N—DHET ARLHFIEIZ DN T, Ea DR —AX—V(C
LT %,

6.1.2 REBHEFRIHIE (263 2 RA SO AT

AERREFI A OFLASIE, GEBERAHE B SN ENRT 5, K CA D ORFFHOZ HIIAT
oY AN

6.1.3% ey uE)%“\O)/\Eﬁ%@Q'H‘
A CA TR DAEHERHE OAREORMFIX, T T4 L oTTH ZEMTE S,
Z DEFOBERKIL SSLIC L WAL 21T 5,

6.1.4 FRREFE ~D CA NEHEED NS
BEEEIE, A CA DY RY PUICT 7 EAT D LICL - T, A CA DAL ATT D
ZLNTES,

6.1.5 A X

AR CA OFEAT 1L, RSA FXTHEE 2048 By F & T35,

AERERI B OFETI2 oW TiE, RSA TR 1024 £ ML EZHELEE 55,
AEEHEFIHE O Web Hh— R —DEREIZ LV | RSA FTH O A XL R 555102
WCHREHEORFE 2T 5,

6.1.6 ABASED N T A — X —DERK K O RS
KCA@A%%®N§%~&~@Eﬁ KOS T A — 2 —DIREDRGEIL, #~7 Rkl
i SN DK 5AEE IR E W T Thil s,
ﬁ%%ﬂ%%@@ﬁﬁwﬂ7x~&~méﬁ&@&§@§momfﬁﬁbﬁwo
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6.1.7 #ED &
A CA LUK CA NRITT HFEHEOHO F@BIILLFTom@m) &35,
#6.1.1 #EDOHH®

A CA Y a ARAR— |k
for Web SR 2.0

digital Signature — yes

nonRepudiation — —

keyEncipherment — yes

dataEncipherment — —

keyAgreement — —

keyCertSign yes —

cRLSign yes —

encipherOnly — —

decipherOnly — —

s

6.2 ALH B 1R S O 54 8 Befir o 3R
6.2.1 Hif B4 (I JL OV R
K CA ORAEOAER, R, BABMEL, FIPS140-2 L~UL 3 WELOIGEEE 4 L

TiT9,
SERAERHE ORI HOWTIIHE L2V,

6.2.2 FAASEDEENEHE

K CA ORAHOIEAL, IEHIL, Ny 7 T v 7 HOEREL, REBREICE W THEE
ANDWHERREIZ X > TIT 9,

AERERI A ORAASEOTENEA L, FREMAL, Ny 7 7y TEOEAEIL, FEHERNAE O
BHO T CREIAThRITER B,

6.2.3 AFHEOT 27 1 —
A CA X, K CADRAHRDT AT 1 —ITHR,
A CA X, FERAFEMMHFEORARDO A7 v — 3 TD72R,

6.2.4 FLEED Ny 7T o7
A CA DD 7T T ¥ 2 7 REICE O TEES OHRE I X > TITbh,
HBLSNTIRIET, %2 7 AR Sh b,
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RERHERIHE OFREEEDO /Ny 7 7 v X, GEHERHE OEEO T TEEIRE LR
UL 57200,

6.2.5 FLEHDO T —H A 7
K CA TlE, KCADOREHDT —IA 71370720,
AEBA R ORI OWTITHRE L2V,

6.2.6 FATSED W 5-E W 5 4L B~ O SUINE 5 AEE ) D DR

A CA OFMTFEDNE 7538 ~ DAL UIHE SAEE ) b DOfREIL, B 2 7 R=EIZBWT,
RAHEE R SL L7 REETTT 9,

AL R F DRV SOV TEHLE L7s v,

6.2.7 Wi 75 2B ~ D FLA FE D KA

KREFFRAEAED FCHEA SN D CA OFRAHET, BE 5k S AU IRAE THE 5258 N IZH& A
T2,

AIERAEF R E OFLAEIZ DWW TIIHE Ly,

6.2.8 FLEHFEDOIEMAY J7 1k
A CA ORAFHOIEMAIZ, X 2 7 REBIZB W THEEL OMEREIZ L > TITH
SERAERHE ORI HOWTIIHE L2V,

6.2.9 FLA#EDO IEIEMAL Ik
A CA ODRAERDIFEEIZ., X 2T REICBWTHEEL OMFEREICE > TIT S
SERAERHE ORI HOWTIIHEE L2V,

6.2.10 FAA #EDREE STk

A CA DR FEDFEIFEIL, A OWERF I X - TR E X T ERIEET 5 =
LIk -oTITH, RNy T v IOV THEEROFRIC L > TIT 9,

AERER B ORI OV TERHE L2y,

6.2.11 I éé%@%ﬁ

A CA THHT DI ZE O WEEHEIZ OV TIE, A CP 16.2.1.5F S35 @ O UE K O
] 0LBYTHS,

AERAEFRE OFAEIZ W CTIHE L,
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6.3 HET DOF DM OB ITIE

6.3.1 AR#EEDOT —H A 7

K CA DABRFEIZ SOV TIX CPS 16.2.1 B 53 EEDIEAEL OVEH] O LB TH D,
AEBAER I ORI OWTITHRE L2V,

6.3.2 FLA N OVABRSE DA 20 HA R

A CA DR OVABRSEEO AL 20 FELIN & 5,

SERHERIHE OFAE IOV CIIRE LV, 7238, AR CA BFITT HRE-HEFIHE DOFE
HEOCEIEIT6 » H, 14, 24, 4FELT 5D,

6.4 TEMEALT — X

6.4.1 IEVEALT — &% DA K OFRE
ARIEIZHOWTIX, CPSIZHET 5,

6.4.2 TEMALT — % Di%H#
ARIEIZHOWTIX, CPSIZHET 5,

6.4.3 {EMEALT — & OO E JE A
HE L7,

65 AL E2—XDEX= T 4 EH

6.5.1 At a—XtXxa T 2T D HEMHEA
ARIEIZHOWTIX, CPSICHET 5,

652t a—Z%x=2 VT ¢ i
ARIEIZDOWTIE, CPSIZHET 5,

66 T T A NExa )T (B

6.6.1 > A7 LBASKE R
ARIEZHOWTIE, CPSIZHET 5,
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6.6.2 % = U T ¢ JHFEH
ARIHIZHOWTIX, CPSIZHET 5,

6.6.3 74 7L EXa T ¢ BH
RIEZHOWTIE, CPSITHIET S,

6.7y NU—7 X2V T o EH
ARIHIZHOWTIX, CPSIZHET 5,

6.8 XA LAR LT
ARIEIZHOWTIX, CPSIZHET 5,

Copyright 2012 SECOM Trust Systems Co.,Ltd. All rights reserved.
P-27



SECOM CA Service Passport for Web SR 2.0
Certificate Policy Ver.1.40

7. REEE R ORER SRR U % R LR OCSP 4 —S—FEED 7 1 7 7 A 1

7T1ERAEO 2 77 AL

K CA MFAITT HREHEIL RFC3280 IZHEALL TW5, B 77 A Lid, kEDLEEBY T

HD,
£ 711 GEAET R 7 7 AL

FLAR R RENE critical
Version Version 3
Serial Number 1) 0123456789
Signature Algorithm SHA1 with RSAEncryption
Issuer Country C=JP

Organization O=SECOM Trust Systems CO.,LTD.

Common Name CN= SECOM Passport for Web SR

2.0 CA

Validity NotBefore %) 2008/3/1 00:00:00 GMT

NotAfter f51) 2009/3/1 00:00:00 GMT
Subject Country C=JP ([EEfH)

State Or Province WA

Locality WA

Organization WoZH

Organizational Unit (A=}

Common Name P——4 (W)
Subject Public Key Info EREFDONBASE 1024 £ N E
PLAR AR RENE critical
KeyUsage digitalSignature, keyEncipherment y
ExtendedKeyUsage serverAuth n
NSCertType SSL H— " —FGIE n
Subject Alt Name dNSName="%—/3—%4, n
CertificatePolicies policyldentifier n

0OID=1.2.392.200091.100.741.1
policyQualifiers
policyQualifierId=CPS

qualifiier=https://repol.secomtrust.n
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et/spcpp/pfw/pfwsr2cal

CRL Distribution Points http://repol.secomtrust.net/spcpp/pf n
w/pfwsr2ca/fullerl.crl

Authority Information Access accessMethod n
ocsp (1361557481)
accesslLocation

http://sr20.ocsp.secomtrust.net

Authority Key Identifier FHATHAEED SHA-1 Ny v =2l n
(160 £ 1)

Subject Key Identifier FARFABEED SHA-1 Ny ¥ afE n
(160 ' 1)

# 7.1-20CSP H— R_R—ZFHESa 7 7 4 )L

FEA I RENE critical
Version Version 3
Serial Number 1) 0123456789
Signature Algorithm SHA1 with RSAEncryption
Issuer Country C=JP

Organization O=SECOM Trust Systems CO.,LTD.

Common Name CN= SECOM Passport for Web SR

2.0 CA

Validity NotBefore 1) 2008/3/1 00:00:00 GMT

NotAfter f51) 2008/8/5 00:00:00 GMT
Subject Country C=JP ([EEE)

Organization SECOM Trust Systems CO.,LTD.

(| 1)

Common Name OCSP #——4 (WZH)
Subject Public Key Info FIARFE OB 2048 £ b
PLAR AR RENE critical
KeyUsage digitalSignature y
ExtendedKeyUsage OCSPSigning n
OCSP No Check null n
CertificatePolicies policyldentifier n

0OID=1.2.392.200091.100.741.1
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policyQualifiers
policyQualifierld=CPS
qualifiier=https://repol.secomtrust.n

et/spcpp/pfw/pfwsr2cal

Authority Key Identifier FATE NSO SHA-1 Ny ¥ =i n
(160 £ 1)

Subject Key Identifier FHRELHEED SHA-1 Ny ¥ =2 fi n
(160 £ I)

72CRLO a7 7 A )L
A CA 235479 % CRL 1 RFC3280 IZHEHL L TW 5, 7 m 7 7 A WE, IREDLED
Thd,
# 72-1CRL 7277 AV

FEA I FRE N critical
Version Version 2
Signature Algorithm SHA1 with RSAEncryption
Issuer Country C=JP
Organization 0= SECOM Trust Systems CO.,L.TD.
Common Name CN= SECOM Passport for Web SR
2.0 CA
This Update 1) 2008/3/1 00:00:00 GMT
Next Update 1) 2008/3/5 00:00:00 GMT
SFTHIR=24H, A2 HIH=96H &4 %
Revoked Serial Number 1) 0123456789
Certificates | Revocation Date 1) 2008/3/1 00:00:00 GMT
Reason Code KrhdiH  (unspecified, etc.)
PLAR AR B E N critical
CRL Number CRL &= n
Authority Key Identifier FATHE NSO SHA-1 Ny = fl n
(160 "> 1)

7.3 OCSP %r— —FFHEDO Y1 7 7 1 )L
A CA X, RFC2560, 5019 [Z#EHL3 5 OCSP H— \—% i35,

Copyright 2012 SECOM Trust Systems Co.,Ltd. All rights reserved.
P-30




SECOM CA Service Passport for Web SR 2.0
Certificate Policy Ver.1.40

731 /13— g V&S

A aPENT 50— CAlZ, OCSP N—V = 1 &M+ 5,

7.3.2 OCSP #L3E
HE L7,

Copyright 2012 SECOM Trust Systems Co.,Ltd. All rights reserved.
P-31



SECOM CA Service Passport for Web SR 2.0
Certificate Policy Ver.1.40

8. YEHLMERE A & th O RFAM
A CA T A CP KO CPS IZHEHL L TEM DR STV D MNITHOW T, MR A 21T 9,
AR CA M7 O HEWERE A BA T 236 I DWW TR CPS ITRUET %,

8.1 B M
ARIHIZHOWTIX, CPSIZHET 5,

8.2 B N DB IL /EFE
ARIEIZHOWTIX, CPSIZHET 5,

8.3 BEAT N L LA M oD BEf%
ARIEIZHOWTIX, CPSIZHET 5,

8.4 B T 5 FIH
ARIEIZHOWTIE, CPSIZHET 5,

85 MHDOFEFR L LTE BNDULE
ARIEIZHOWTIX, CPSIZHET 5,

8.6 BEATKE R OB
ARIEIZOWTIE, CPSIZHET %,

Copyright 2012 SECOM Trust Systems Co.,Ltd. All rights reserved.
P-32



SECOM CA Service Passport for Web SR 2.0
Certificate Policy Ver.1.40

9. LD 3EF K% ONERIHIH

9.1 Bt&
AR CA BFITT DFEHEBICEET 2 BE oW TR, BIEHET 5,

9.2 MBRIEIL
o, AR CADEMMERHCHTZY . R MBS ZHERT 20 LT 5,

9.3 I ER OB M

9.3.1 BEHE G H O #iFH
ARIEIZHOWTIX, CPSIZHET 5,

9.3.2 B G H OF A OIF
ARIEIZHOWTIE, CPSIZHET 5,

9.3.3 B IEH 2 h#ET HEIMT
ARIEIZHOWTIX, CPSIZHET 5,

9.4 A NTEHROIRE
ARIEIZDOWTIE, CPSIZHET 5,

9.5 KN PEME

UTIORTEEDIL, EabllmBd 2METH D,
A CP
TALRT v H—=ROPAT v I —GEH~—

9.6 FKHALRFE

9.6.1 FRGIER D FKBALRAE

9.6.1.1 TA OFH{REE

ot IADEEEZITTDHICHTZVIROEBELZHA D,
CARABHDOX 2 7 IER - AT Z &

RA 706 O HIFEIZEESWIZREA E O IEMEZRFAT, RN OEHZITH Z &
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IA DY 2T LOEH, BEEHREZITY 2 &
CRL O¥1T, BEZITH L

OCSP H—_—D A &EITH Z &

URY Y ORERFEREZTTO 2 &

9.6.1.2 RA O FBARF
talit, RADEEEZZITTDICHT-VIROEFEHEHA D,

BEAR DT X o 7 72 BRE~ORE - EHEITHY> Z &
AERAERITRE, BAEMMEEREOFEEZOMIZITY 2 &
TIA ~DFEAERIT « KNEDOFERZ IEMENOFELIITH 2 &

9.6.2 FIEAAEF| HE DR IILRGE
AEERAE L, ROBHEZHAI LD LT 5,

AERAER 1T EEEHEEOD§§”*EE§* IERLC, o lmaiitds b, 4
FHHERICEER D S HAICIE, TOFEZESCHCEaLETRMTLI L,

F%Mﬁ%ﬁﬁ@ﬂﬁ%%% £ 52 L,

SEHEOMHERITE 2 L/XAKR—F for Web SR 2.0 —E AF|HHEE =i =2 X

AR — b for Web SR 2.0 (HEWZZKEH ¥ 1 7)) H—ERFAHE, LUK CP I
PR

RIERF SRR 23 ﬁ%ilﬁﬁ®“%%’ﬂmﬁéﬂﬁ%ﬁf%mbt\ EEaFS

FNRH D LA LIS E, B L <UBRRERICEE DR H - 1256 . FEHEFIAEIX

?3A_ﬂ%%®%%%@@#_$mﬁé_ko

9.6.3 MRAFEHE DR ARGE
RAEE L, ROBHEHAI LD LT 5,

A CA DFEHFEIZOWT, AMEDOHERZITS Z &,
AEERIAEMER L T DEHEOFMEIC OV T, FEEOF LR A1 & T
720Ny, CRL, F£721% OCSP H—/3—(Z LV FEBHZE O RN ERD S LTV D HE
REATO 2 &,

AERAERI B OIFHRAEET 2 0 OHWIMEEE OFETIT S 2 &,

9.6.4 > BfRE DRALRIE
HE L7,

9.7 MERGE
T ait, AR CP 19.6.1 AR DOFALRGE] (THHET DIRAEICEEE L TRAET D007
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5%%@%\%%ﬁi FRERIRE SUTIRAEMBRF IS T 2 BELZAD T, £i2, Ve

72 D RRNIE, T —F ORI E OMO BB L IXIREMBEEFEICHT 2 H T2 4
VoVANAN

9.8 EALDHlIFR

K CP 19.6.1 FBFERDOFHMRIE] ONFICE L, ROGE., B 3T EE2EDRVE
DELET,

T AMTER LRWARIETA, REEATEREIC L AT 5 -0 E
AEAEFAENH COBRBORITE BT DIE U EE

AERERIRE OV AT MR LT A LIz —8 08 E

AEAEFHEORE (N—RFRuxT, V7 b =xT) OBIE, REESH D WIEE DM
OEWEARIZ L > TEUIEE

A LADOEICRTHZ EOTERNEHRHTIHEAEL O CRL, OCSP #—/—{Z/AB
ENTERICRNT HEE

TaLOEITFT LI EOTERVWER TERRBEMTOIRVIRETEL-—
YloiEE

AEAEOMAICE L CRAT 2HE] LM%, —UoEE
BRROTEEBEX T2, "~ RU =T HHLHNIY 7 MU = TR R ST L3 ) XA
s R O EICER T 5 E

RZEHMEL | i Mk, KRS, B, KK, WE. BRF, BIEL. T e Y XAZOMo
AHHNTER T 5, A CA OFEHIFIE _ilﬁééwmam

9.9 i fE

o ad, REAFICER L TRA LIEEMAEOBEFICN L, ZE L2k ez
ERRE L. BAFIAAE (1 203 REFEHEET) MU ZEHEN A CHEET S 0
LLET, Fo. TS O—HIOBEEEZA LRV D ET D,

9.10 AR AR L& T

9.10.1 A zh M
AKCPIL, BV —EANERESOARBIZI VAL 725,
AKCP 191027 [ZHET D TLRENIAK CP BNEZh L 705 2 Lid7zuy,

9.10.2 #& T
A CP L, 19.10.3 & T DORhE L2 RMkEL ] (THETLHNREZRET I LN 3 L/XAR
— |k for Web SR 2.0 Z##& T L7=FpS CHERY L 72 5,
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9.10.3 #& T DRNR & 2h Ftlkife

&%iﬂmﬁﬂﬁﬁiwﬂ%%%Tﬁé L X, B AN — e R BEE K TS
BATH->TH, %@éﬁiﬁﬁéﬂé«%*@iﬁT@%E%%b#ﬂ%%ﬂm%&

AR CAICHEHENDb D E LET,

9.11 BALRE TE O B % & i
Yo AL, FEHERNAE L ORGEE I T 2 HBEREME R — L= B A—1 X
TEEEIZL->TTY,

9.12 &7

9.12.1 &&T Ffoe
A CPIX, T 2DHMHZ L » CEEWET &N, BiF N —EANEZESOEEICL - T
BNT D,

9.12.2 i EN 515 K OV R
AKCPAEEHLIZLGA, BHELEACP ZHCNIARTHZ Ea2 - T, BBREICKL
ToOHEmMmET A,

9.12.3 A7 V=7 MBI FNEFE I NR TR B WgE
HE L7,

9.13 4Rk Fioe

K CA NBFATT DIEHEICED B HFITONT, & =3 LK LTI, %2850
IR TFEICERZ L D LT 5568 1E. a2 L THANIFOFEEZBENTHHDET D,
ik B OB M S OB X NS 36 1 2 i 4 AL B BE 2 BB I HE & 375,

9.14 HEHLYE
A CP, CPS O, AWK OFEHEDOR|FIZ 200 GO0 Cik, BHAREOEE
AT 5,

9.15 i F 1k sy
A CA X, ENIZEB T & MimHRH 2 8P L, BfSN— R =27 kY7 b =T %H
WHrbDET D,
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9.16 HEHI|

9.16.1 SE BB

TasE, KYP—t 2ORMEICHY | FEFERAE IS DRBEEE AR CP LUt
2 L8ZFR— |k for Web SR 2.0 % —EAFIHH#E, &= L/XAHK— | for Web SR 2.0
(AEBREH X A7) —EAFMABE, CPS 12X > TEEMIZED, Znliston
HTHLEEmMTHDL EE2MDT, AR5 ELNNZA LRV EDET D,

9.16.2 HEFIIGENE SR H

A LRERY - REFE = EET 256, R CP KUk a2 /XA R— | for Web SR
2.0 $—EAFIMAME, B 32K — b for Web SR2.0 (HEWZKEHZ A7) ¥—
EAFABE, CPSIZBWTRHM INIZEBE R OZ OMOFBHE OEEL WTREL T 5,

9.16.3 SrHESIA

A CP LD a /XA R— K for Web SR 2.0 +—EXFIHAMHE, =2 L/SAK— b for
Web SR 2.0 (H#3ZKERHZ A7) —AFHAHE, CPS O—HDO RN L) TH
S LTH, UELBICHRR S NIMOFHIIAN THL LD LTS

9.16.4 FRHIEITSRE
HE L7,

9.17 = DD RIE
HE L7,
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